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Cyber Security

• The concern is not that eBay will be 
inaccessible!

• Rather, the concern is that IT 
systems are in the control loop of 
every element of the nation’s critical 
infrastructure – the electric power

 grid, the air traffic control grid, the financial grid, etc.
• This constitutes a significant vulnerability
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• The nation is perilously under-invested in fundamental 
research in civilian cyber security
– Work that discovers fundamentally new security architectures, rather 

than improved band-aids
– Work that takes advantage of the talent of the nation’s full research 

community
– Work that impacts the civilian infrastructure and its technologies 

(upon which all else, including the military, relies)
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• DHS
– Appears not to “get it”

• 90% of S&T budget is for deployment, vs. research
– DHS is generally ignoring research

• <2% of budget is for cyber security
– DHS is generally ignoring the nation’s infrastructure

• DARPA
– New program starts in cyber security have been classified

• Precludes participation by the university community
• Reduces impact on commercial networks and systems – upon 

which much of the government, and much of the nation’s critical 
infrastructure, and much of the military, rely
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• NSF
– FY04 Cyber Trust program, 9/21/2004

• Funded 8% of proposals
– 32 of 390

» 2 of 25 Center proposals
» 12 of 135 Team proposals
» 18 of 230 Small Group proposals

• Awarded 6% of requested funds
– $31.5M of $510M
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• Why IT?
– Advances in IT drive advances in all other fields
– Advances in IT power our economy

• Not just through the growth of the IT industry – through Multi Factor 
Productivity Growth throughout the economy

– Advances in IT are the cornerstone of our national security
– Advances in IT change the way we live, the way we work, the 

way we learn, the way we communicate
– IT is where the jobs are

Federal support for fundamental research in 
information technology
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Our broad responsibility

• Governed by the HPC Act of 1991, Executive Orders 
13035 (2/17/97) and 13092 (7/24/98), and the Next 
Generation Internet Research Act of 1998
– Offer advice concerning the multi-agency NITRD Program

• Whether R&D investments are appropriate to maintain America’s 
leadership in information technologies and their application

• Progress made in implementing the Program
• Balance among Program components
• Need to revise the Program

– Guided by Dr. Marburger’s FY 2005 Interagency Research and 
Development Priorities memorandum of 6/5/03
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$530 million short of the
1999 PITAC recommendation 
for FY04
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IT, Science and Engineering Occupational Projections, 2002-2012

Total Job Openings
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John Sargent, Senior Policy Analyst, U.S. Department of Commerce, 
presented to the Computing Research Association, 2/2004
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• The health of Federal IT R&D is the fundamental issue 
in our Congressional charter:
– Are Federal R&D investments appropriate to maintain 

America’s leadership in information technologies and their 
application?


